
IJCSN  International Journal of Computer Science and Network, Volume 6, Issue 2, April 2017          
ISSN    (Online) : 2277-5420        
www.IJCSN.org 
Impact Factor: 1.5 

 

178 

 
Copyright (c) 2017 International Journal of Computer Science and Network. All Rights Reserved. 

 

A Generic Proximity Privacy Preservation 

Technique for Data Anonymization in Cloud 
 

 

 

1 Seetha R; 2 Srijayanthi S; 3 Sethukarasi T 
 

1, 2, 3 Computer Science And Engineering, Anna University, 
 R.M.K Engineering college-601206  

 

Abstract - Cloud computing supports various processing of a Big-Data applications in such sectors like healthcare and Sports etc. Data 

sets like electronic health records is often contain privacy sensitive information, which brings about privacy concerns potentially if the 
information is released/shared to third-parties in cloud. A practical and widely adopted technique for privacy preservation is to 
anonymize data via generalization to satisfy a given privacy model. In this paper, we show that a synergy between differential privacy 
and anonymization can be found. We show that the amount of noise required to fulfil ε-differential privacy can be  reduced if noise is 
added to anonymized version of data set. As a result of noise reduction, the general analytical utility of anonymized outputs increases. 

We design a algorithms by using bigdata concepts to gain the scalability by performing the parallel data computation in cloud. 
Differentially privacy approach we using will protect the outcomes of queries to a database, which will increase the scalability and time-
efficiency over existing approaches. 
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1. Introduction                                                                                                                                         
 

ig Data and Cloud Computing, a significant impact 

on IT industry and research communities where 

large amount of data can store and 
retrieve[11],[12]. Cloud computing is an innovative 

service mode. It enables users to get almost unlimited 

computing power and abundant a variety of information 

services from internet. They are distributed computing, 

parallel computing and grid computational evolution. This 

kind of new pattern refers the integration and expansion to 

the IT infrastructure, through the network to the required 

resources (hardware, platform, and software), virtual 

integration into a reliable and high performance computing 

platform. In cloud computing, all users ’data are stored in 

the cloud resources Nodes[2],[13],[1],[7],[14]. The results 

distribute to the user through the network when the user 
needed.Most of the industrial data stored in cloud 

computing, but cannot predict all stored data must have 

secured, hence most of cloud data are encrypted. Even 

more encryption algorithm invented, sensitive information 

can leak if that one key is leaked so, less secure. Most of 

the encryption key is managed by cloud providers, so 

providers may break all information.  

 

“Two level Encryption”   for that we user linear 

congruential generator and DES algorithm , all stored 

information have two category,  one for search index  
another privacy table. Search index contain only 

searchable keywords. Privacy table are maintained by  

 

network admin that contain unique encryption keys for all 

patient. These key only provide authorized request , that 

means patient can set instruction for access our 

key.Mainly for the privacy preservation the data 

anonymization technique has been used. Data 

anonymization is to hide the sensitive information so the 
privacy for an individual is highly preserved.  

 

Scalability and efficiency challenges are by the 3V’s they 

are Volume, Velocity, Variety. For the cell generation the 

local-recoding concepts are used, where the data are 

grouped as set of cells and anoymize each record 

individually. 

 

In this paper, we propose a scalable two-phase clustering 

where the bigdata local recoding against privacy is 

analyzed[10]. ε-differential privacy severely limits data 

analysis because it only allows to answering a limited 
queries. This limitation can be overcome by generating a 

differentially private data set. The usual approach to 

release differentially private microdata sets is based on 

histogram queries [15] thus by portioning the data domain 

and counting the number of records in each partition set, 

the data will be distributed.Differential privacy is similar 

to [16] where the original data will transformed, but our 

proposed system will dealing with both ordered or not 

ordered attributes. A practical method [19] shown that a 

satisfaction of a relaxed form of differential privacy by a 

constrained k-anonymization preceeded by random 
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sampling. On the contracy , to reduce the information loss 

caused by standard differential privacy k-anonymity is 

used. 

 

The remainder of this paper is organized as follows. The 

Second section reviews about the related work. In Section 
3, we briefly explains about the problem analyzed. In 

section 4, Differentially private clustering using 

mapreduce are defined. In section 5, describes the 

experimental results and finally about the future 

enhancement in section 7. 
 

2. Related Work 

 
Recently clustering techniques has been improved or 

enhanced to achieve a privacy preservation in local-

recoding anonymization.[1] From the utility privacy 

preservation perspective the local-recoding anonymization 

has been studied.It also uses the top-down counterpart and 

a bottom-up greedy approach are togetherly pit-forth based 

on the cluster size,the aglomerative clustering technique 

and divisive clustering techniques get enhanced.[2] Data 
privacy preservation has been investigated extensively, 

existing approaches for local-recoding anonymization and 

models for privacy are reviewed briefly. Also, the research 

for scalability issues in existing anonymization approaches 

are surveyed shortly. 

 

To address the local-recoding anonymization as the k-

member clustering problem where the cluster size should 

not be less than k in order to achieve k-anonymity, For that 

the simple greedy algorithm are used.[3] For the 

hierarchical attributes, KACA(k-Anonymization by 

Clustering in Attribute Hierarchies)algorithms are 

proposed for inconsistency issue of local-recoding 

anonymization in data.[4] Existing clustering approach for 

local-recoding anonymization mainly concentrate on 
record linkage attacks mainly under the k-anonymity 

privacy model, without any importance to privacy 

breaches incurred by sensitive attribute linkage. Relatively 

propose a constant factor approximation algorithm for two 

clustering based anonymization problem, ie,r-GATHER 

and r- CELLULAR CLUSTERING, here the centers for 

clusters are published without generalization or 

suppression.[5] Based on mondrain algorithm a top-down 

partitioning approach get proposed [6] to defend certain 

attribute linkage attacks by specialize data sets to 

achieve(α,k) anonymity. By splitting attributes and values, 

the data utility of the resultant anonymous data is heavily 
influenced, while local-recoding does not involve such 

factors. This approach improves clustering to accomplish 

local-recoding because, it is a natural and effective way to 

anonymize data sets at a cell level. 

In some privacy models, the confidence of associating a 

quasi-identifier to a sensitive value to be less than a user-

specified threshold by (α,k)anonymity [5]. Variance 

control [7] addressed the scalability problem of multi-

diamentional anonymization scheme [6] via introducing 

scalable decision trees and sampling techniques. For 
achieving high efficiency, an R-tree index based 

approaches get proposed by building a special index over 

data sets. Through leveraging MapReduce paradigm the 

problem for the sub-tree scheme in big-data scenario is 

addressed based on our previous work [8],[9]. 

ε-differential privacy severely limits data analysis because 

it only allows to answering a limited queries. This 

limitation can be overcome by generating a differentially 

private data set. The usual approach to release 

differentially private microdata sets is based on histogram 

queries [15] thus by portioning the data domain and 

counting the number of records in each partition set, the 

data will be distributed. Mainly this approaches are used to 

prevent the counts from leaking too much information. In 

[16] a wavelet transform is applied to the data and the 
noise is added in the frequency domain. In [15,17] the 

histogram bins are adjusted to the actual data. In [18] the 

differential privacy of attributes whose domain is ordered 

and has moderate to large cardinality like numerical 

attributes, the attributes are represented as tree, to increase 

the accuracy of answers to count queries they get 

decomposed. Differential privacy is similar to [16] where 

the original data will transformed, but our proposed 

system will dealing with both ordered or not ordered 

attributes. A practical method [19] shown that a 

satisfaction of a relaxed form of differential privacy by a 

constrained k-anonymization preceeded by random 
sampling. On the contracy , to reduce the information loss 

caused by standard differential privacy k-anonymity is 

used. 

 

3. Preliminaries and Problem Analysis 
 

3.1 Anonymization Scheme for Local-Recoding 
 

Local-recoding is the form of cell-generalization. It is the 

one of the scheme for differentiate the data in the form of 

cell. Other schemes are full-domain, sub-tree and multi-
diamentional anonymization. Local-recoding generalizes 

the data set in the form of cell level, where the global 

recoding generalizes the data set as the domain level. 

Normally, local-recoding minimizes the data distortion by 

information sanitization and therefore produce better data 

utility than global recoding. Usually, anonymization is for 

privacy preservation. 
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3.2 Basics of MapReduce 
 

One of the large scale data processing paradigm is 

MapReduce where, it has been extensively researched and 
sequentially adopted for big data applications recently 

[21]. MapReduce is more flexible and cost-effective due to 

salient features and characteristics of cloud computing. An 

exact example for MapReduce is Amazon Elastic 

MapReduce service. Basically, MapReduce job consist of 

two sections Map and Reduce where, it is named as key-

value pair (key, value). Formally, Map function is termed 

as Map: (k1,v1)→(k2,v2),ie., the map function take 

(k1,v1) as a input and produce a another key-value pair 

(k2,v2). Similarly, Reduce function can be specified as 

Reduce (k2,list(v2))→(k3,v3), ie., Reduce function takes 
input as (k2,list(v2)) and produce output as  (k3,v3). 

Finally, output for MapReduce function is consider as 

(k3,v3). Both Map and Reduce function are specified by 

the user according to their specific applications. 

3.3 Motivation and Problem Analysis 

In this section, the problems identified from the existing 

approaches are analyzed for privacy preserving and 

scalability. Some importance will gave to the local-

recoding technique for the record linkage attacks over the 

data sets.   For the scalability purpose the t-clustering 

approach have been used to partition the data sets into 

point-assignment to form a clusters. By forming a cluster, 

from that the rest of the records will assign into this 

clusters. Secondly, ε-differential privacy method is used to 

protect the outcomes of queries to a database. 

Sequencially, design a proper mapreduce jobs for complex 
applications mainly for the parallelized problem and for 

network traffics among data nodes. 

4.Two-phase Differentially Private Clustering 

Using Mapreduce  

4.1 Design of Two-phase clustering 

For the representation of cluster assignment the t-ancestor 

method used. In t-ancestor algorithm each categorical 

quasi-identifier is the lowest common ancestor of the 

original value in the cluster. In ancestor record median of 

the original value will be the numerical quasi-identifier. In 
clustering problem for anonymization, t-ancestors 

clustering is perfect. Through the distance measurement, 

the distance between data records and ancestors will 

calculate. 

For scalability prespective, point-assignment methods are 

ideal for local-recoding anonymization in mapReduce. 

Point clusters are used to choose a set of data records to 

form a cluster, from that the rest of the records will assign 

into these clusters. Point assignment will repeated until the 

condition satisfied. However, for the large set of data 

records under observations, the size will be 1/k of an 

original data set. One of the problem here is, while point 

assignment process, the size of the cluster will 

uncontrollable. When the data set has high skewness, the 

cluster can exceed the upper bound 2k-1 or be less than k. 

In the first phase, point assignment clustering method used 

to partition the original data set into t-clusters. A cluster 

produced in the first phase is named α-cluster in the 

second phase, ε-differential privacy to protect the 

outcomes of queries to a database. 

Algorithm1 describes the steps in two-phase clustering 

approach. We propose a t-ancestor clustering algorithm for 

the point assignment method. To avoid confusion, we 
employ the terms ‘t-means’ rather than ‘k-means’ which is 

commonly used in literature. The details of the t-ancestor 

algorithm and ε-differential privacy algorithm will be 

presented 4.2 and 4.3. 

Algorithm1. Design of Two-Phase Clustering  

Input: Data set B, anonymity parameter k 

Output: Anonymous data set B* 

1: Run the t-ancestor clustering algorithm on B, get a set 

of α-clusters: Cα = {C1
α,…….,Ct

α}; 

2: For each α-cluster Ciα ϵ Cα; 1≤i≤t; run ε-differential 

privacy alg. 

Let Sε() be an ε-differentially private sanitizer 

ӯ← Partitioned data set TA(Y) 

for R=1 to n do 

yε← Sε(Qr(ӯ)) 

end for  

returnYε 

3: For each cluster Cj ϵ C , where C=Ui=1
l Ci ,generalize 

Cjto Cj
* by rplacing each attribute value with a general 

one; 

4: Generate B*= Uj=1
mj C*

j, where mj=∑ ��
��� I . 

 

Procedure for generating the differentially private data set 

X. let X be a data set with m numerical attributes. The first 

step to run the t-ancestor clustering algorithm on the data 

set B. The domain of X contains all the possible values 

that make sense, given the semantics of the attributes. In 

another form, the domain is not defined by the actual 
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records in X but by the set of values that make sense for 

each attribute and by the relation between attributes. 

4.2 Partitioned Data by t-ancestor clustering 

Initially the t-ancestors, based on the point assignments the 

t-records are selected in the form of seeds. Such selection 

using the point assignment will make the t-records 

influences the quality of clustering to certain extend. By 

choosing the records for away from each other will make 

the set of seeds good. Using map-Reduce job, the seeds get 

selected as seed selection which outputs a set of seeds: 

S1={R1…….Rt}. The map and reduce functions of 
seedselection are described in algorithm2. Due to the serial 

nature of the algorithm, only one reduce will get utilized 

for seed selection. For scalable purpose, a record is 

emitted to the reducer with probability N/|B| in the map 

function, by doing so, the N records in total go to the 

reducer. The first seed will pick randomly for the reduce 

function, then the record will pick repeatedly whose 

minimum distance to the excisting seeds is the largest until 

the number of seeds reaches . 

Algorithm2. Seed Selection Map and Reduce 

Input: Data record R, RϵB 

Output: A set of Seeds S1={R1…….Rt} 

Map: Generate a Random value 

Random, where 0≤ and ≤1; if Random ≤ N/|B|, emit (1,R) 

Reduce: 1: Select a random record R from list(R), S1←R; 

2: While |S1|<t; 

Find R ϵ list(R) that maximizes minR1ϵS1d(R,R1); 

 S1←R 

 3: Emit (null,S1) 

The t-ancestor algorithm follows a iteration refinement 
technique for every data records. Mainly two steps are 

followed for every iteration namely expectation(E) and 

Maximization (M) [10]. In expectation (E) and data 

records are assigned to their nearest ancestor and 

constitute a α-cluster. In Maximization (M) step, the 

recomputation is performed to every records in cluster for 

the ancestor of a α-cluster. In E-step, the new set of 

ancestors has been used in next round. It is expected that 

the iteration converges, ie, after a finite number of records, 

the assignments has no longer changes. The distance 

measurements are used in t-clustering, 1)The difference of 
ancestors between two continuous rounds of iteration 

arrive at predefined threshold. 2)The rounds of iteration 

arrive at predefined number. Let S1
i andS1

(i+1) be the two 

sets of seeds in round i and (i+1). The difference between 

them denoted by d(S1
i, S1

(i+1)), is defined as the average 

distance between their records. 

d(S1
i,S1

(i+1)) =(∑ �(	�

�� j

i,Rj
(i+1)/t))                   (1) 

First stopping criterian is determined by d(S1
i, 

S1
(i+1))<τ, where τ is a predefined threshold. Let φ denote 

the maximum number of iteration rounds is predefined if 

any one of the above criteria get satisfied means, the t-

ancestor clustering algorithm get stops. 

Algorithm3.t-Ancestor Clustering Approach 

Input: Data set B, parameter t, thresholds τ,φ 

Output: - α-clusters Cα={C1
α……,Ct

α} 

1: Run job Seedselection; get initial seeds S1
o; i←o; 

2: Run job Ancestorupdate; get ancestors S1
(i+1); i←i+1; 

     While d(S1
i, S1

(i+1))≥τ and i≤φ, repeat step2; 

3: Return α-clusters with ancestors S1
(i+1). 

In each round of while-loop in algorithm3, to full-fil the 

expectation an maximization steps, a mapReduce job 

named as AncestorUpdate is designed. Identically, the 

map function is responsible for point assignment in the 

expectation (E) step, while the reduce function is 

responsible for recomputation of ancestors in 

maximization (M) step. Map and reduce functions are 

described in algorithm4. Two subroutines Average() and 
Ancestor() are utilized to calculate the medians of 

numerical attributes and ancestors of categorical attributes, 

in Reduce function. One Reduce function can process 

more than one α-clusters in sequence if t is large enough. 

Reduce function will scalable with setting t. 

Algorithm 4. Ancestor Update Map 

Input: Data Record R, RϵB; Seeds of round I, 

S1
i={r1,……,rt} 

Output: Seedss of round I, S1
(i+1)={R1

(i+1),…….,Rt
(i+1)} 

Map: 1: dmin←+∞; 

          2: for j: 1 to t 

Ifd(R,Rj)<dmin ,then dmin←d(R,Rj) and jmin←j; 

          3: Emit(jmin, R) 

Reduce: 1: for l: 1to mQI 

If attrl
QIis numerical, then Vl← Average(list(R),l); 

          Else V1←Ancestor(list(R),l); 
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               2: Emit(j,Rj
(i+1)=(V1……..Vm

QI)). 

 

4.3 Differential Privacy Data Sets Through K-

anonymization 

For numerical attributes, the generation of the ε-

differential privacy data set Yε as described in previous 

methods. 

Let Y be a dataset with n numerical attributes: a1……an. The 

First step is to construct Yε is to generate k-anonymous 

data set ӯ via an t-ancestor clustering algorithm. We 

generate cby querying Y with Ir(Y), for r=1 to n. If the 

responses to the queries Ir() satisfy ε-differential privacy, 

then each query refers to different record. Yε also satisfies 

ε-differential privacy. By providing a differentially private 

responses to the queries for all attributes in each record, 

the differentially private data set Yε is generated. 

By constructing k-anonymous data set ӯ, the terms are 

grouped in the k-individuals. Now, the protectivity of the 

queries Ir(ӯ) used to construct Yεreflects the effect that 

modifying a single record in Y has on the groups of k-

records in ӯ. Each record in ӯ depends on k records in Y is 
leads to the reduced sensitivity of the set of queries Ir(ӯ) is 

smaller than the sensitivity of the set of queries Ir(Y), for 

r=1,…..n. We seen that the protectivity of each individual 

query Ir(ӯ) is upper bounded by ∆Ir(Y)/k. Having n/k 

different queries in ӯ, the sensitivity of Ir(ӯ), for rϵӯ, is 

upper bounded by n/k x ∆Ir(Y)/k. 

By adjusting the cluster size k, the values of n/k x ∆ 

Ir(Y)/k will be smaller than ∆Ir(Y). Increasing the cluster 

size will reduces the contribution of each record to the 

cluster centroid and it reduces the number of generated 

clusters. By using the t-clustering algorithm for point 

assignment, the scalability problem will get reduce. 

Algorithm5. Generation of a ε-Differential privacy Data 

Set Yεand Y via t-ancestor clustering 

Let Y be an original data set with n records 

Let TA be an t-ancestor clustering algorithm with minimal 

cluster size k 

Let Sε() be an ε-differentially private sanitizer 

Let Ir() be the query for attributes of the r-th record 

ӯ← Partitioned data set TA(Y) 

for R=1 to n do 

yε←Sε(Ir(ӯ)) 

insertyεinto Yε 

End for  

Return Yε 

 

Let Y be a data set with n categorical attributes A1….Am. 

The challenges regards the definition of Dom(Y). The 

universe of each categorical attributes can defined by 

extension, listing all possible values. This flat list from 

universe can be structured in a hierarchie/taxonomic way. 

Since, the implicity of Taxonomy captures the semantics 
inherent to conceptualizations of categorical values (eg. 

Job category, disease category, Education category). In 

A1……An are independent attributes, Dom(Y) can be 

defined as the ordered combination of values of each 

Dom(Ai) as modeled in their taxonomies τ(A1)…..τ(Am). 

A semantic distance δ quantifies the amount of semantic 

difference observed between two terms. We can define the 

distance d for the taxonomy as, d: Dom(Y) x Dom(Y)→R. 

Ai With respect to its domain of values Dom(Ai) is 

computes as,  

          M1(Dom(Ai),aj
i)=∑ (�������(��)�{���} al

i,aj
i) (2) 

Here, δ(. , .) is the distance between values. 

For each Ai, one boundary ab
i of Dom(Ai) can 

defined as the most marginal value of Dom(Ai), 

      ab
i=argajiϵDom(Ai)max  mi(Dom(Ai),aj

i)       (3) 

other boundary ac
ican be defined as the most distance 

value from ab
i in Dom(Ai); 

       ac
i=argajiϵDom(Ai) max δ(aj

i,ab
i)                   (4) 

By applying the above expression, the set of attributes 

A1……An, in Y the reference point needed to define a total 

order according to the semantic distance can be 

constructed. Finally for a sample of Z(Ai) of a nominal 

attribute Ai in a certain cluster, the marginality based 

centroid for that cluster is defined as, 

   Centroid(Z(Ai))=argaji ϵ τ(Z(Ai)) min m1(Z(Ai), aj
i)                                                                                                                                                         

Where τ(Z(Ai)) is the minimum taxonomy extracted from 

τ(Ai) that includes all values in Z(Ai). To fullfil differential 

privacy to categorical attributes, the centroid computation 

should evaluated another one is to achieve intensity. 

Algorithm 6. ε-differential Privacy Computation of 

Centroids for Clusters with Categorical Attributes 

Let C be a cluster with at least m records contructedfeom a 

data set with n records 
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For each categorical attribute Ai do 

Take as quality criterianp(.,.) for each centroid candidate 

aj
i in τ(Ai) the addition inverse of its marginally towards 

the attribute values Z(Ai) contained in C, that is, -

m1(Z(Ai),aj
i); 

Samplethe centroid from a distribution that assigns 

Prb(aj
i)α exp(ε x (-m1(Z(Ai),aj

i)) / (2 n/k ∆(m1(Ai))) 

End for 

  

5. Experimental Results 

We conduct two groups of experiments in this section for 

evaluate the efficiency of our approach. We explore first 

about differential privacy clustering for the data records to 

form as clusters. Second method is about t-clustering is for 

point assignment, this helps to group the data sets in the 

point head. This is improve the privacy to the data records 

also increase scalability. The results are below, 

 

                           Fig 1. Hospital website page 

 

Fig 2. Patient register form 

 

Fig 3. Insurance profile 

 

Fig 4. Patient personal information page 

 

6. Conclusion and Future Work 

In this paper, the t-clustering problem in k-anonymization 

has been investigated in all perspectives for efficiency and 

scalability. We have proposed a ε-differential privacy 

approach to form a cluster also to protect the outcomes of 

queries to a database. By the contribution of above two 

methods for the future enhancement we plan to integrate a 

sorting algorithm to improve the scalability and privacy to 

the data sets. 
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